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Want a Few Tricks? 

• Configure Your Email. In
your email account, configure
the settings so they display
the sender's email address and
not just their display name.
This will help you verify that
the sender's email address is
legitimate.

• Plug-in Assistance. There are
some plug-ins you can use in
your internet browser that will
display a URL'.s true path.You
might consider enabling that
security feature in your internet
browser's security settings.

• Hover to Discover. You can
put your cursor on top of a link
(be careful not to click!) which
brings up the actual path it is
going to. Does the destination
of the link align with what
you would think? If it doesn't
look legitimate, do not click.

Immediately delete the email.
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• What are They Hiding?
Often, hackers will use
shortened URLs to make a
malicious link appear safe to
click. If you receive a short
URL that you can't trust, you
can just delete the email or
text message and go to the
company's main site to access
whatever deal or event you're
trying to access.

Think Before You Click 

• Install Anti-malware &
Anti-virus software on all
devices. You can even install
it on your phone. This will add
an extra layer of protection,
though it won't replace you
needing to be cautious and
vigilant.

What is Ma/ware? 

Ma/ware, short for "malicious software," includes any 

software (such as viruses, worms, spyware, adware 

and ransomware) that is installed on your computer 

or mobile device. It is most commonly used to give 

attackers access to your infected computer and can 

damage it, destroy it, or lock you out
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