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AGENDA

 What Risks Are Lenders Focused On Today

Risks Specific To Third Party Settlement Service
Providers

Examples of Breaches in Title and Settlement
Where Most Cybersecurity Breaches Begin

Best Practices For Managing Settlement Cybersecurity
Risk

 Strategies And Solutions For Containing Third Party
Settlement Provider Risk
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LENDER RISK CONCERNS

» Risk teams are most concerned with the following
categories:
Cybersecurity (77%)
Compliance (54%)
Credit (39%)
Operational (29%)
Interest Rate Risk (26%)
Strategic (23%)
Reputational (20%)
Liquidity (7%0)
Legal (7%)

©CoNOORWNE

Bank Director Survey: http://www.bankdirector.com/issues/risk/2016-risk-practices-survey-banks-beef-up-on-
cybersecurity
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SETTLEMENT IS HIGH RISK

» Access To More Non-public Information Than Just About Any
Vendor Utilized By A Financial Institution

e Cybersecurity

* Financial Loss
* Wire Fraud
» Closing Agent Fraud, Escrow Theft, Negligence
* Legal Expense
» Disclosure Of Consumer NPI
« Email Phishing, Email Hacks, Wire Diversion Scams etc.
* Identity Theft
« Compliance With Gramm-Leach-Bliley (GLBA) Requirements

 Compliance

* Lenders Must Manage Third Party Providers

« CFPB, OCC, FDIC, NCUA, FFIEC, FTC, and GSEs - Managing Risks Of
Third-party Service Provider Relationships

» Dodd-Frank Wall Street Reform And Consumer Protection Act
» Consumer Financial Protection Bureau (CFPB) 2012-03 Bulletin
» Lender is Responsible and Liable for Settlement Providers
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POLL QUESTION #1

 What is the most common form of a security breach?
 Employee Theft
« Server Exploit
e Email Fraud

Copyright © 2016 BeesPath, Inc. www.beespath.com




WHAT DO THE EXPERTS* SAY?

“The starting point for breaches is usually
phishing”

* *Verizon's Data Breach Investigation Report: Verizon in concert with more than 67
organizations, government agencies among them.

Notable contributors include the U.S. Secret Service, the U.S. Emergency Computer Readiness Team, the Anti-Phishing
Working Group, the National Cybersecurity and Communications Integration Center, Kaspersky Lab, Cisco Security Services
and EMC.

 Email-Based Delivery Is The Problem
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SETTLEMENT UNDER CYBERATTACK

 Federal Trade Commission March 18, 2016 - Scammers
phish for mortgage closing costs

 National Association of Realtors, March 22, 2016 Email
Scam Targeting Homebuyers Catches FTC, NAR Attention

« The Real Deal, April 19, 2016 - You've got hacked:
Attorney blamed for cyber theft of $1.9M co-op deposit -
Cybercriminals easily intercepted emails to the Manhattan
couple, suit alleges

 Housingwire April 1, 2016 - How hackers are targeting title
and settlement companies

 Housingwire March 18, 2016 - Homebuyer beware: FTC,
Realtors issue warning on mortgage closing cost phishing
scheme - Hackers pose as agents or title companies to
steal mortgage funds
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WFG REAL WORLD EXAMPLES

e Case 1 Victim: National Title Agency in DC Metro Area
» Dollars at Risk: $1.5 million in 2012

» Nature of Offense: 33 fraudulent wires from local bank escrow account
diverted funds abroad and to European crime syndicate in western U. S.

e Case 2 Victim: Local Attorney in Northern Virginia
» Dollars at Risk: $320,000 in 2015

* Nature of Offense: Seller’'s email account compromised and change of
wire instructions for seller’s proceeds diverted seller funds to the
perpetrator

e Case 3 Victim: Regional DC Metro Agency
* Dollars at Risk: $275,000 in August, 2016

» Nature of Offense: Email account of cooperating Florida title agency
and/or DC loan officer and/or borrower was compromised leading to loan
proceeds going to criminal in western United States.

Copyright © 2016 BeesPath, Inc. www.beespath.com PAGE 11



12. Money is wired to hackers
account and disappears overseas

1. A hacker targets a company. Using social

networks or other internet data, he finds
employees with access to company data/systems

11. Recipient believing the instructions

wires funds according to the fraudulent
wire instructions

10. A fake but personalized

email is composed with replaced
(fraudulent) wire instructions

2. Following the social trail, he identifies

other people the employee may know and
that may have access to wire information

O Hackers extract information about on- £

going transactions searching for

opportunity to attack /
OA.. Orders, Request For Information,

Documents, Details Of Closing,
Identities of Parties, Bank Accounts

—JAnatomy of a Spear
= . .y P E‘ @ 3. A fake but recognizable email
Phlshlng Attack — ‘{ ~ address is created to impersonate a

colleague or client
4. A personalized email is sent to the
@ employee from the fake address with a
link or attachment

8. The hacker uses the backdoor
to pattern business processes and
to steal information and monitor /
snoop email activity

7. Opened website causes credentials to be B. The email passes the spam filter and arrives

stolen / malware / virus to be installed and to infect at the employee’s inbox. The email is opened

computer / smartphone network because they “know” the sender
6. Alink is clicked or the

attachment is opened



EXAMPLES OF PHISHING EMAILS

- Whea Tecmebar Alacesma MLITAMY (Dasd Nakd 2 = ™~

Wed 2/12/2014 958 AM

Steinkopf, Timothy <timothy.steinkopf@centrilfy.com>
Fwd: Wiring Instruction

o —

© vYou forwarded this message on 2/12/2014 10:47 AM.

( Process a wire of $357,493,41 to the attached account information. Let it be coded admin expense. Send me the confirmation when completed.

Thanks
Tim

womeoceeeeee Forwarded message —-ooeeee

From: Kemp, Tom <tom kemp@centnfy com>
Date: Feb 12, 2014

Subject: Wiring Instruction

To: Tunothy Stemnkopf@centnfy com

Tum,

Per our conversation, attached is the wiring instructions for the wire. I'l send the documentation ater on. Let me know when done.

Thanks
Tom
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PHISHING ON THE RISE

e The Anti-Phishing Working Group (APWG)

 Number of observed phishing attacks in the first
guarter of 2016 hit a new high since it began tracking
them in 2004

« The APWG noted a 250% increase Iin phishing sites
between October 2015 and March 2016
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PoOLL QUESTION #2

* In the past year have you used un-encrypted email or
fax to communicate because the email encryption
system was not working or too difficult to use?

* Yes
 No
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MOST SETTLEMENT PROCESSING
USES INSECURE EMAIL

Secure Website

Purchase Contract, Application v

v
v
v
v
v
v
v
v
v

Fee Information

Request for Services “Orders”
Title Commitment

Payoff Statements

Tax Information

Closing Protection Letter
Bank Account Information
Disclosures

Wire Instructions

Unsigned Closing Package v
Post-Close and Trailing Docs (paper) ?
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How ToO MANAGE SETTLEMENT RISK?

» Top 2 Risks - Risk teams are most concerned with the
following categories:

o Cybersecurity (77%)
 |IT and Banking Industry Best Practice

« Compliance (54%)
e Third Party Service Provider Vendor Management
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CYBERSECURITY




1. CYBERSECURITY — BEST PRACTICE

* Verizon's Data Breach Investigation Report -
Cybersecurity Best Practice:

e Protect networks by “SEGMENTING THE
NETWORK?”

* Lenders Already Segment Some Of Their Networks
Wire Desk

Core Production Servers e.g., Loan Origination System
Credit Card Processing

Web Point of Sale

Money transfers - SWIFT and ACH

Human Resources

 Why Not Closing Information?

Copyright © 2016 BeesPath, Inc. www.beespath.com PAGE 19




MUST SEGMENT SETTLEMENT

INFORMATION NETWORK

Corporate Office .
_ Segment Closing
AS & BAE Y Network from Email

Corporate Data Center

1L

ACH wirele %

Money Transfers Credit Card SWIFT Human Core Production Mortgage Closing
Processing Resources Servers Network
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ALL PARTIES ON SAME SEGMENTED
NETWORK

SETTLEMEN

BUYER/
BORROW

ATTORNE
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MUST SECURE ALL STEPS IN CLOSING

PROCESS

Vet and Approve Settlement Provider

Order Services, Start Data Exchange, General Closing Instructions

Fee Quotes, Deliver Title Commitment and Docs e.g. CPL, Hazard Insurance etc.

Loan Estimate

Exchange Fees and Data for Creditor CD Prep
File Setup

Prepare for Signing Consummation

Curative Actions,
Provide Documentation

Prepare CD, Review, Approval

| S | Signing/Consummation
Intent to Proceed
Prep and Delivery of Seller CD

! Prep for Funding/
Send CD to Consumer @ / Recording/Disbursements
Final Closing Instructions
Unsigned Closing Package Delivery @ Post-Closing QC,

L . Corrections,

Post-Signing Imaged Doc Delivery Seller CD
Final Docs,

Shipping

Disbursement
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Compliance




2. Compliance —-Management Strategies

Systemic Approach Piecemeal Approach
 Provide Segmented * Verify and Monitor Each
Network Access To Your Provider
Providers and Vendors e Let Providers and

Vendors Choose
Cybersecurity Method
and Systems

« Ongoing Monitoring
» Assess Capability
» Verify
» Actual Use
* Monitor

roprietary and Confidential
.

P
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SEGMENTED NETWORK SYSTEM —

WHAT TO LOOK FOR

Basic Features
* Document Delivery
» Data File Delivery Using Industry Standard Formats e.g., UCD
» Secure Message/Communication
» Bi-directional Exchanges

Secure Full Mortgage Closing Cycle
* New Order Placement

Pre-close Processing Documents

Unsigned Closing Package

Post-signing Imaged File Delivery

Final Docs

Extensible To 4" And 5th Parg Providers e.g., Due Diligence
Firms, Warehouse Lenders, Realtors®, Signing Agents

Secure All Touch Points
 Integrations With Systems, Websites, Ordering Websites, Calculators

Embed Directly Into Production Systems
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EXAMPLES




FEE QUOTING AND SECURE TITLE
ORDER

BT T T

Closing Cost Details Rounded

A. Orgination Charges E. Taxes and Other Goverment Fees $3,183
Recording Fees and Other Taxes $120
Transfer Taxes $3,063

B. Services You Cannot Shop
For F. Prepaids S0
Homeowner's Insurance Premium{ months) $0
Mortgage Insurance Premium( months) $0
C. Services You Can Shop For Prepaid Interest ( per day for days @ ) 50
Title- Closing Fee Property Taxes ( months) $0

Title- Courler Fee = T
Title- Exam Fee G, Initial Escrow Payment as Closing s$0

Title- Lender’s Title Policy Homeowner's Insurance per month for mo. $0
Title- Secure Delivery Fee Mortgage Insurance per month for mo. 80
Title- Wire Fee Property Taxes per month for mo. $0

H. Other $648
Title- Owner's Title Policy(optional)

D. TOTAL LOAN COSTS
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NETWORK ACCESS VIA SECURE
ORDER DELIVERY

Loan Estimate | Seller's Net Sheet | Order Title

Order Title

—

| Closing Bridge

State County |

Township Transaction | Select Option

Borrower Name [ ] Property address

Sales price $200,000 Loan Amount

Contact Name | Contact Email

Specific Instructions/ Mortgagee Clause:

File extensions accepted: Doc, Docx, PDF
Select Files (Drag & Drop

Suppaorted)
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NETWORK ACCESS VIA BROWSER: FILE

DELIVERY, DATA DELIVERY, MESSAGING

2= ClosingBridge L - = =} X
> CH A h-ltps:...f,’-app.l;eespafh.com;‘\hcw;.O.rgani-zar.i-on.as px 9:? =
v Beespath Secure communications, simplified. C | oS |n g B r | d g e“ Reed, Jeremy =

+ g .. o s (D

a Loan # 100237
856 N Summerset R Seanus = File #
Miami, FL 33414 New
B: Ricardo Martinez S: Charlie Thatch
— Files @ Add File By Compare
2 1852 E Brook Ln Stana =
Idsho Fails, ID 83403 New B ALTA Settlement Statement_v1.pdf Edit pdf 248kB  9/29/2015 8:43 AM
B: Mark Lewts S: Blake Martins B Title Commitment - Prelim.pdf Edit pdf 16kB  9/28/201511:50 PM
, 1375 Mapie Drive sk By Closing Disclosure_v2.xml ucop xml 94 kB 9/28/2015 11:46 PM |
Park City, UT 84060 New B Closing Disclosure v2.pdf Edn pdf 117kB  9/28/2015 11:46 PM E
i Bart Duyne. & Sty Seller [ ] Closing Disclosure v1.pdf Edit pdf 62 kB 9/28/2015 11:40 PM
U sss0n pevetDrie e B Title Order.pdf £ pdf  B4KB  9/4/20154:06 AM =
Austin, TX 38272 New M
B Harry Babrons 5 B\ A - essages B New Message
. 925 Cak Lane ren o - From: amy To: jeremy ALTA Settiement Statements - Here is the previous version and updated version SIZ972015 843 AM
Murray, UT B4111 In Progress .
o Received
9 i teply  *D Reply # Orward [
B: Bart Sanders St Mark Johnson = * Reply Reply All " Forward 3 e ST
123 Boogie Avenue Statua PR
Salr Lake Ciry, UT 834333 In Progress From: josh@skycresttitle.com
B: Marty jones To: jeremy@woodfordfunding.com
650 Lincoln Lane Stana Jeremy,
Baltimore, MD 21218 In Progress

Sy Fruddy Ackery: ScMichulie Meuienan Please review and approve the attached Closing Disclosure

1905 5 Monticello Suna losh
Adanta, GA 30307 In Progress
B: Manny Acera S: Blake Peterson
& Closing Disclosure_v2.pdf & Closing Disclosure_v2.xml
' 4506 E River Road
Richmond, VA 48546 L Participants: amy. jeremy Chat - Can you please give me a call when you'e back in office W28/201511:48 PM
B: Richard Mann & Tara Henderson
' - T From: jeremy To: josh Updated Loan Terms - Updated loan terms and amounts are included in the attached files W2B/2015 11:4T PM
1401 E Marting Dr Sratum
ma B'ﬁ 5 New - v Participants: jeremy, josh Chat - The loan terms have changed. | am sending you an update Q2872015 11:45 PM
5 500 I [~ I From: josh To: matt RE: New Order for Lewis Family - Hi, I'm covering for Amy while she’s out on PTO. I've attached the prelin /2872015 11:40 PM
N1 E
1
:r;t:e(@' ng‘muﬁ i - From: jeremy To: amy New Order for Lewis Family - Hi Amy, We've started the loan process for the Lewts family at 1852 E Brook Ln, Ple QA0S 408 AM
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NETWORK INTEGRATED AND EMBEDDED

INTO PRODUCTION SYSTEM

& EasyCDF (Untitled) — e
I Closi ng Disclosure Clq Mew Closing Disclosure from BeesPath Folder
B j Assign Closing Disclosure to BeesPath Folder
i Fancs - Uplead MISMO data to BeesPath Folder 4
|_=—ﬂ‘§- Page 1 Download latest MISMC data from BeesPath Folder Closing Date:
| m’=-_| Page 2 Folder Properties Seller:
li.‘ Page 3 Launch Portal —
e Page4 Loan#:
[ Pages
Created By: | | Status: | Final v
Closing Information Transaction Information Loan Information
Borrower A|
Datelssued |[ | &/ &/2016 [E~ LoanTerm | 0 |3 Years& 0 3| Months
Closing Date [[] &/ &/201¢ = Purpose  Purchase |
Disbursement Date |[] &/ &/2018 [E+
Product | |
Settlement Agent
BeeaPath Test Seller @ Loan Type [ Conventional [~] FHA
File No. | | Ova
Property | | [] other
oy Jswe[ ]z [ ] Loon o | |
Lender
| 4 | 0.00] @ mic# | |
Loan Terms
Can this amount change
ftor ctncinno [2] G
3 >
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SUMMARY

 What Risks Settlement Agents Should Focus On Today

» Cybersecurity
* Vendor Risk Management

 Where Most Cybersecurity Breaches Begin
e Phishing
» Best Practices For Managing Settlement Cybersecurity
Risk
 Segment The Network, Minimize Email Use
 Embed Network Into Production Systems

» Strategy For Managing Third Party Vendor and
Provider Risk

 Provide A Network To Your Vendors
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THANK YOU!




