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Agenda

• What Risks Are Lenders Focused On Today
• Risks Specific To Third Party Settlement Service

Providers
• Examples of Breaches in Title and Settlement
• Where Most Cybersecurity Breaches Begin
• Best Practices For Managing Settlement Cybersecurity

Risk
• Strategies And Solutions For Containing Third Party

Settlement Provider Risk
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Lender Risk Concerns

• Risk teams are most concerned with the following
categories:

1. Cybersecurity (77%)
2. Compliance (54%)
3. Credit (39%)
4. Operational (29%)
5. Interest Rate Risk (26%)
6. Strategic (23%)
7. Reputational (20%)
8. Liquidity (7%)
9. Legal (7%)

Bank Director Survey: http://www.bankdirector.com/issues/risk/2016-risk-practices-survey-banks-beef-up-on-
cybersecurity



www.beespath.com PAGE 7Copyright © 2016 BeesPath, Inc.

Settlement Is High Risk

• Access To More Non-public Information Than Just About Any
Vendor Utilized By A Financial Institution

• Cybersecurity
• Financial Loss

• Wire Fraud
• Closing Agent Fraud, Escrow Theft, Negligence
• Legal Expense

• Disclosure Of Consumer NPI
• Email Phishing, Email Hacks, Wire Diversion Scams etc.
• Identity Theft
• Compliance With Gramm-Leach-Bliley (GLBA) Requirements

• Compliance
• Lenders Must Manage Third Party Providers

• CFPB, OCC, FDIC, NCUA, FFIEC, FTC, and GSEs - Managing Risks Of
Third-party Service Provider Relationships

• Dodd-Frank Wall Street Reform And Consumer Protection Act
• Consumer Financial Protection Bureau (CFPB) 2012-03 Bulletin

• Lender is Responsible and Liable for Settlement Providers
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Poll Question #1

• What is the most common form of a security breach?
• Employee Theft
• Server Exploit
• Email Fraud
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What Do The Experts* Say?

“The starting point for breaches is usually
phishing”

• *Verizon's Data Breach Investigation Report: Verizon in concert with more than 67
organizations, government agencies among them.

• Notable contributors include the U.S. Secret Service, the U.S. Emergency Computer Readiness Team, the Anti-Phishing
Working Group, the National Cybersecurity and Communications Integration Center, Kaspersky Lab, Cisco Security Services
and EMC.

• Email-Based Delivery Is The Problem
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Settlement Under Cyberattack

• Federal Trade Commission March 18, 2016 - Scammers
phish for mortgage closing costs

• National Association of Realtors, March 22, 2016 Email
Scam Targeting Homebuyers Catches FTC, NAR Attention

• The Real Deal, April 19, 2016 - You’ve got hacked:
Attorney blamed for cyber theft of $1.9M co-op deposit -
Cybercriminals easily intercepted emails to the Manhattan
couple, suit alleges

• Housingwire April 1, 2016 - How hackers are targeting title
and settlement companies

• Housingwire March 18, 2016 - Homebuyer beware: FTC,
Realtors issue warning on mortgage closing cost phishing
scheme - Hackers pose as agents or title companies to
steal mortgage funds
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WFG Real World Examples

• Case 1 Victim: National Title Agency in DC Metro Area
• Dollars at Risk: $1.5 million in 2012
• Nature of Offense: 33 fraudulent wires from local bank escrow account

diverted funds abroad and to European crime syndicate in western U. S.

• Case 2 Victim: Local Attorney in Northern Virginia
• Dollars at Risk: $320,000 in 2015
• Nature of Offense: Seller’s email account compromised and change of

wire instructions for seller’s proceeds diverted seller funds to the
perpetrator

• Case 3 Victim: Regional DC Metro Agency
• Dollars at Risk: $275,000 in August, 2016
• Nature of Offense: Email account of cooperating Florida title agency

and/or DC loan officer and/or borrower was compromised leading to loan
proceeds going to criminal in western United States.



1. A hacker targets a company. Using social
networks or other internet data, he finds
employees with access to company data/systems

2. Following the social trail, he identifies
other people the employee may know and
that may have access to wire information

3. A fake but recognizable email
address is created to impersonate a
colleague or client

4. A personalized email is sent to the
employee from the fake address with a
link or attachment

6. A link is clicked or the
attachment is opened

7. Opened website causes credentials to be
stolen / malware / virus to be installed and to infect
computer / smartphone network

9a.Orders, Request For Information,
Documents, Details Of Closing,
Identities of Parties, Bank Accounts

8. The hacker uses the backdoor
to pattern business processes and
to steal information and monitor /
snoop email activity

9. Hackers extract information about on-
going transactions searching for
opportunity to attack

Anatomy of a Spear
Phishing Attack

5. The email passes the spam filter and arrives
at the employee’s inbox. The email is opened
because they “know” the sender

10. A fake but personalized
email is composed with replaced
(fraudulent) wire instructions

11. Recipient believing the instructions
wires funds according to the fraudulent
wire instructions

12.Money is wired to hackers
account and disappears overseas
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Examples of Phishing Emails
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Phishing On The Rise

• The Anti-Phishing Working Group (APWG)
• Number of observed phishing attacks in the first

quarter of 2016 hit a new high since it began tracking
them in 2004

• The APWG noted a 250% increase in phishing sites
between October 2015 and March 2016
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Poll Question #2

• In the past year have you used un-encrypted email or
fax to communicate because the email encryption
system was not working or too difficult to use?

• Yes
• No
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Most Settlement Processing
Uses Insecure Email

Document Email Secure Website
Purchase Contract, Application 

Fee Information 

Request for Services “Orders”  

Title Commitment 

Payoff Statements 

Tax Information 

Closing Protection Letter 

Bank Account Information 

Disclosures  

Wire Instructions 

Unsigned Closing Package 

Post-Close and Trailing Docs (paper) ?
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How To Manage Settlement Risk?

• Top 2 Risks - Risk teams are most concerned with the
following categories:

• Cybersecurity (77%)
• IT and Banking Industry Best Practice

• Compliance (54%)
• Third Party Service Provider Vendor Management



Cybersecurity
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1. Cybersecurity – Best Practice

• Verizon's Data Breach Investigation Report -
Cybersecurity Best Practice:

• Protect networks by “SEGMENTING THE
NETWORK”

• Lenders Already Segment Some Of Their Networks
• Wire Desk
• Core Production Servers e.g., Loan Origination System
• Credit Card Processing
• Web Point of Sale
• Money transfers - SWIFT and ACH
• Human Resources

• Why Not Closing Information?
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Must Segment Settlement
Information Network
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All Parties On Same Segmented
Network

Real
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Must Secure All Steps In Closing
Process

Vet and Approve Settlement Provider

Fee Quotes,
Loan Estimate

Order Services, Start Data Exchange, General Closing Instructions

File Setup

Deliver Title Commitment and Docs e.g. CPL, Hazard Insurance etc.

Curative Actions,
Provide Documentation

Exchange Fees and Data for Creditor CD Prep

Prepare CD, Review, Approval

Prepare for Signing Consummation

Prep and Delivery of Seller CD

Schedule Signing

Final Closing Instructions
Unsigned Closing Package Delivery

Signing/Consummation

Post-Signing Imaged Doc Delivery

Prep for Funding/
Recording/Disbursements

Disbursement

Post-Closing QC,
Corrections,
Seller CD,
Final Docs,
Shipping

Intent to Proceed



Compliance
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2. Compliance –Management Strategies

Systemic Approach
• Provide Segmented

Network Access To Your
Providers and Vendors

Piecemeal Approach
• Verify and Monitor Each

Provider
• Let Providers and

Vendors Choose
Cybersecurity Method
and Systems

• Ongoing Monitoring
• Assess Capability
• Verify
• Actual Use
• Monitor
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Segmented Network System –
What To Look For

• Basic Features
• Document Delivery
• Data File Delivery Using Industry Standard Formats e.g., UCD
• Secure Message/Communication
• Bi-directional Exchanges

• Secure Full Mortgage Closing Cycle
• New Order Placement
• Pre-close Processing Documents
• Unsigned Closing Package
• Post-signing Imaged File Delivery
• Final Docs

• Extensible To 4th And 5th Party Providers e.g., Due Diligence
Firms, Warehouse Lenders, Realtors®, Signing Agents

• Secure All Touch Points
• Integrations With Systems, Websites, Ordering Websites, Calculators

• Embed Directly Into Production Systems



Examples
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Fee Quoting and Secure Title
Order



www.beespath.com PAGE 28Copyright © 2016 BeesPath, Inc.

Network Access Via Secure
Order Delivery
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Network Access Via Browser: File
Delivery, Data Delivery, Messaging
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Network Integrated and Embedded
into Production System
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Summary

• What Risks Settlement Agents Should Focus On Today
• Cybersecurity
• Vendor Risk Management

• Where Most Cybersecurity Breaches Begin
• Phishing

• Best Practices For Managing Settlement Cybersecurity
Risk

• Segment The Network, Minimize Email Use
• Embed Network Into Production Systems

• Strategy For Managing Third Party Vendor and
Provider Risk

• Provide A Network To Your Vendors
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Questions and Answers

Jim Paolino
jpaolino@lssoftwaresolutions.com

201.683.7277 office
401.255.5040 mobile

Todd Hougaard
toddh@beespath.com
435.258.5065 office
435.770.2788 mobile



Thank You!


